Serveur mail

Faire la configuration ip (IP + MASQUE + PASSERELLE + DNS)

Installer postfix :
	Apt install postfix
	

Editer le fichier /etc/postfix/mail.cf
Verifier que myhostname = FQDN du serveur mail
Verifier que myhostname = nomreseau.lan, hostname et FQDN srvmail
Ajouter : home_mailbox = Mail/
Redémarrer Postfix et regarder si le port 25 est en écoute

Effectuer un test d’envoi de mail : 
	[image: ]
Installer dovecot :
apt install dovecot-core dovecot-pop3d dovecot-imapd
Verifier que le port 110 écoute
Changer l’endroit ou dovecot va chercher les mail dans le fichier : /etc/dovecot/conf.d/10-mail.conf
[image: ]

Test de la lecture de mail 
[image: ]

Creation des certificats : [image: ]

[image: ]

#Création d’un fichier d’extensions, afin d’ajouter les autres noms DNS et l’IP (mail.ext)
[image: ]

#Signature du certificat du serveur de messagerie par l’autorité de certification
openssl x509 -req -in mail.csr -out mail.crt -CA ../ca/ca.crt -CAkey ../ca/ca.key -CAcreateserial -days 3650 -extfile mail.ext
#Création d’une clé non sécurisée pour le serveur de messagerie
openssl rsa -in mail.key -out mail.key.insecure

modifier les fichiers de conf :
	/etc/postfix/main.cf : [image: ]
/etc/postfix/master.cf[image: ]

/etc/dovecot/conf.d/10-ssl.conf
[image: ]
Tester la connexion sur les differents ports
Envoi d’un mail via SMTP sécurisé (port 587 Soumission TLS)
	openssl s_client -connect smtp.simpson.lan:587 -starttls smtp
Lecture d’un mail sécurisé via POP3S (port 995)
openssl s_client -connect pop.simpson.lan:995
Utiliser le protocole IMAPS (port 993) - simple test de connexion/déconnexion
	openssl s_client -connect imap.simpson.lan:993
		1 login cdupont P@ssw0rd
		6 logout	


Configuration de thunderbird
Installer Thunderbird, importer le certificat, se connecter et tester l’envoi et la réception de mail
Installation anti virus :
Installer clamav
Modifier le fichier de conf dans /etc/clamav/freshclam.conf afin d’y ajouter le proxy
[image: ]
Mettre a jour la bdd de avec la commande freshclam

Créer un fichier « infecté » en lui donnant ce contenu :
X5O!P%@AP[4\PZX54(P^)7CC)7}$EICAR-STANDARD-ANTIVIRUS-TEST-FILE!$H+H*

clamscan --infected  --recursive /home     en ajoutant --remove les fichiers infectés seront détruits

•	Installez amavisd et clamav server
apt install clamav-daemon amavisd-new

•	Décommentez ces lignes dans le fichier /etc/amavis/conf.d/15-content_filter_mode pour activez la recherche des virus

@bypass_virus_checks_maps = (
   \%bypass_virus_checks, \@bypass_virus_checks_acl, \$bypass_virus_checks_re);


[bookmark: _GoBack][image: ]
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# See /usz/share/postfix/main.cf.dist for a commented, more complete version

# Debian specific: Specifying a file name will cause the first
# line of that file to be used as the name. The Debian default
4 is /etc/mailname.

inyorigin = /etc/mailname

smtpd_banner = $myhostname ESMTP $mail name (Debian/GNU)
biff = no

# appending .domain is the MUA's job.
2ppend_dot_mydomain = no

# Uncomment the next line to gemerate "delayed mail" warnings
#delay_warning_time = 4n

readme_directory = no

4 See nttp://waw.postfix.org/COMPATIBILITY README.html - default to 2 on
# fresn installs.
compatibility level = 2

# TLS parameters
#smepd_tls_cerc_fil
#smcpd_tls_key File

etc/ssl/certs/ssl-cert-snakeoil.pem
/etc/ssl/private/ssl-cert-snakeoil.key

mtpd_tls_cert_file-/etc/postiix/certs/mail/mail.cre
mtpd_tls_key file=/etc/postfix/certs/mail/mail.key.insecure

smtpd_tls_security level=may

Siitpd 13 CAFile=/stc/postiix/certs/ca/ca crt )
smtp_tls_CApath=/etc/ssl/certs
#smtp_tls_Chpath=/etc/postfix/certs
smtp_tls_security level=may
smtp_tls_session_cache database = btre:

{data_directory}/smtp_scache

smtpd_relay _restrictions = permit_mynetworks permit_sasl_authenticated defer_unauth destination
mynostname = SrvMail.gzps.lan

alias_maps = hash:/etc/aliases

alias database = hash:/etc/aliases

myorigin = /etc/mailname

mydestination = grp3.lan Srvlfail SrviMail.grp3.lan localhost

relayhost I
mailbox size limit = 0

recipient_delimiter = +

inet_incerraces = all

inet protocols = ipvé

mynetworks = 127.0.0.1/32 172.19.0.248/32 [::11/128 [£e80::250:56££:fe96:3ec2]/128 172.19.0.0/16

home_mailbox = Maildir/
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# Postfix master process configuration file. For details on the format
# of the file, see the master(s) manual page (command: "man S master” or
# on-line: http://www.postfix.org/master.S.html).

*

# Do not forget to execute "postfix reload” after editing this file.

*

*

# service type private unpriv chroot wakeup maxproc command + args
¥ (ves)  (ves) (mo)  (never) (100)

*

smep inet n - v - - smepd

#smep inet n - v - 1 postscreen
#smtpd  pass - - v - - smepd

#ansblog  unix - - v - o dnsblog
#tlsproxy unix - - v - o tlsproxy
submission inet n - v - - smepd

-0 syslog_name=postfix/submission
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ves, no, required. <doc/wiki/SSL.txt>

4 PEM encoded X.508 SSL/TLS certificate and private key. They're opened before
# aropping root privileges, so keep the key file unreadable by anyone but

# root. Included doc/mkcert.sh can be used to easily generate self-signed

# certificate, just make sure to update the domains in dovecot-openssl.cnf

SS1 cert = </etc/postiix/certs/mail/mail.crt

551 key = </etc/postfix/certs/mail/mail.key.insecure

# If key file is password protected, give the password here. Alternatively
# give it when starting dovecot with -p parameter. Since this file is often
# world-readable, you may want to place this setting instead to a different
# root owned 0600 file by using ssl_key password = <path.

#351_key_password =

# PEM encoded trusted certificate authority. Sev this only if you intend to use
# ss1_verify client_cerv-yes. The file should contain the CA cervificate(s)

i followed by che matching CRI(s). (c.o. ssl_ca = </etc/ssl/cervs/ca.pem)

551 ca = </eve/postiin/certs/ca/ca crt

# Require that CRL check succeeds for client certificates.
$ss1_require_crl = yes

Directory and/or file for trusted SSL CA certificates. These are used only
when Dovecot needs to act as an SSL client (e.g. imapc backend or
submission service). The directory is usually /etc/ssl/certs in
Debian-based systems and the file is /etc/pki/tls/cert.pem in
RedHat-based systems. Note that ssl_client_ca file isn't recommended with
large CA bundles, because it leads to excessive memory usage.
#ss1_client_ca_dir

ss1_client_ca dir = /etc/ssl/certs

#ss1_client_ca_file

# Require valid cert when connecting to a remote server
#ss1_client require valid cert = yes

# Request client to send a certificate. If you also want to require it, set
# auth_ssl_require_client_cert=yes in auth section.
ss1_verify client_cert = ves
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! Butomatically created by the clamav-freshclam postinst

} Comments will get lost when you reconfigure the clamav-freshclam package

atabaseOwner clamav
UpdatelogFile /var/log/clamav/freshclam.log
LogVerbose false

LogSyslog false

LogFacility LOG_LOCALE

LogFileMaxSize O

LogRotate true

LogTime true

Foreground false

Debug false

saxAttempts S

DatabaseDirectory /var/lib/clamav
DNSDatabaseInfo current.cvd.clamav.net
ConnectTimeout 30

ReceiveTimeout 0

TestDatabases yes

ScriptedUpdates yes
Compresslocalbatabase no

Bytecode true

NotifyClamd /etc/clamav/clamd.cont

# Check for new database 24 times a day
Checks 24

Databaselirror db.local.clamav.net
DatabaseMirror database.clamav.net

i
Desaulc: enabled
PProxyServer proxy.grp3.lan
PProxyPort 3128
HTTPProxyUsernane myusername
HTTPProxyPassword mypass
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se strict.

You can modify this file to re-enable SPAM checking through spamassassin
and to re-enable antivirus checking.

Default antivirus checking mode
Please note, that anti-virus checking is DISABLED by

default.

If You wish to enable it, please uncomment the following lines:

EVpa55 ViTus Checks maps =
\tbypass_virus_checks, \@bypass_virus checks_acl, \Sbypass_virus_checks_re):

*

# Default SPAM checking mode

# Please note, that anti-spam checking is DISABLED by

# defaulc.

# It You wish to emable it, please uncomment the following lines:

#@bypass_spam_checks_maps = (
#  \bypass_spam_checks, \@bypass_spam checks_acl, \Sbypass_spam checks_ze)

1; # ensure a defined return
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root!
TYing
Trying 127.0.0.1
Connected to localhost.

escape character is '°1'.

220 _SryMail.grp3.lan ESMTP Postfix (Debian/GNU)

telnet 10St

s

e

s

i Eersruscones
e

o

i ees

fata]
'nd_data with <CR><LF>.<CR><LE>

550 3.0.0 0

Tueued as 445621278

221 2.0.0 Bye

Connection closed by foreign host.
ous avez du nmouveau Courricr aans /root/Meilir
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See doc/wiki/Variables.txt for full list. Some examples:

mail_location = maildir:~/Maildir
mail_location = mbox:~/mail:INBOX=/var/mail/tu
mail_location = mbox:/var/mail/sd/ln/%n:INDEX=/var/indexes/td/%1n/tn

+
#
#
#
#
#
# <doc/wiki/Maillocation.txt>
#

~/mail:INBOX=/var/mail/su
~/Maildir

#mail_location = mbox;
mail location = maildi:
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oot@SrvHail:~# telnet localhost 110
rying ::1.
onnected to localnost.
scape character is '"]'.
OK Dovecot (Debian) ready.
ser mailadmin
ok
ass mailadmin
OK Logged in.

ist
0K 2 messages:

39
202

ecr 1
Ok 394 octets
eturn-Path: <admin@grp3.lan>
—Original-To: mailadmin
elivered-To: mailadmin@grps.lan
eceived: from SrvMail (localhost [127.0.0.1])
by SrvMail.grp3.lan (Postfix) with ESMTP id 1SDE72127C
for <mailadmin>; Wed, 6 Dec 2023 17:27:43 +0100 (CET)
essage-Id: <20231206162752.1SDE72127C@STvMail.grp3. lan>
ate: Wed, 6 Dec 2023 17:27:43 +0100 (CET)
rom: admin@grp3.lan

est message
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00tESrvMall:/etc/poStiix/certss openssl genrsa —dess —out ca.key 2048

e is 65537 (0x010001)
Enter pass phrase for ca.key:
140200429688128 :exror: 28078065 :UI routines:UI_set_result_e:
crypo/ui/ui_lib.c:905:You must type in 4 to 1023 characters
Enter pass phrase for ca.key:

Verifying - Enter pass phrase for ca.key:

You are about to be asked to enter information that will be incorporated
into your cercificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

1t you enter the field will be left blank. 1

brganization Name (eg, company) [Internet Widgits Pty Ltd]:grp3
brganizational Unit Name (eg, section) [1:
n Name (e.g. server FODN or YOUR name) []:ca.grp3.lan
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s A

e is 65537 (0x010001)

Enter pass phrase for mail.key:

Verifying - Enter pass phrase for mail.ke
tc/postiix/certs/mail} openss

You are about to be asked to enter information that will be incorporated
into your cercificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

State or Province Name (full name) [Some-State]:France

cicy) 11
brganization Name (eg, company) [Internet Widgits Pty Led]:grpd

brganizational Unit Name (eg, section) [1:
mon Neme (e.g. server FODN or YOUR name) []:srvmail.gzps.lan
1 Address [1:

Please enter the following ‘extra’ attributes
So be sent with your cercificate request

A challenge password [1:

an optional company name (13
root@SrvMail:/etc/poscrix/cerve/mailt ||
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GuthorityKeyldentifier=keyid, issuer
basicConstraints=CA:FALSE

keyUsage = digitalSignature, nonRepudiation, keyEncipherment, dataEncipherment
subjectAltName = @alt_names

{alt_names]

DNS.I = srvmail.grp3.lan

DNS.2 = smep.grp3.lan

DNS.3 = pop.grp3.lan

imap.grp3.lan

172.19.0.248





